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Introduction
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usage of the network will impact productivity, resulting in
negative financial consequences and sometimes creating legal
liabilities. Even organisations with small networks are exposed
to this risk, since just a small number of users or applications
can cause significant disruption. As such, maintaining
continuous visibility of the behaviour and usage of the complete
network and rapidly identifying emerging issues is critical for
organisations of all sizes.

sFlowTrend-Pro is a solution, developed by the experts in
network traffic analysis software, InMon Corp., tailored to the
needs of small and medium sized networks. It continuously
monitors all switches and routers in the network using industry
standard sFlow® technology, summarising network health, highlighting issues and anomalous behaviour, and providing
intuitive drill down for rapid identification of the root cause of any problem. sFlow is included at no additional cost in most
network switches, so you probably have all the embedded instrumentation you need to start monitoring your network traffic.
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sFlowTrend-Pro is designed to be easy to install and use, and because it is written in Java, will run on most platforms.

Features

Dashboard provides overall view of network health and highlights issues.

Intuitive drilldown to pinpoint the cause of congestion, broadcasts and other problems.

Real-time reporting on network usage by end hosts.

Identification of top protocols and applications in use on your network.

Identification of security issues in the network, such as hosts showing scanning behaviour.

Historical trending of utilisation and network usage. One week of historical data is available by default.
Configurable thresholds allow easy monitoring of key switches or interfaces, and deviations from baseline.
Automatic root cause analysis identifies the traffic that caused a threshold to trip, allowing immediate remediation.
Graphical view of traffic between different regions of the network.

Flexible querying and historical reporting on accumulated traffic data.

Support for industry standard sFlow - see sflow.org for a list of switch vendors supporting sFlow.
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Easy switch configuration using SNMP.

Quickly understand who is using the most bandwidth on your network, and what they are doing.

Enforce corporate acceptable network use policies.

Easily determine whether the network is healthy.
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Rapidly identify the cause of any problems or deviation from baseline with thresholds and intuitive drilldown.
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1 Understand trends in usage and accurately target upgrades.

1 Generate management reports to illustrate current and historical network usage and performance.

1 Simple to install and use, so you can focus on the network, not the monitoring software.

Using sFlowTrend-Pro

sFlowTrend-Pro is designed to help you quickly find and diagnose network problems, and to be easy to use. Start at the
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dashboard, which gives a
summary of the network
interfaces which are most
utilised or are experiencing
the highest errors, and the
overall status of thresholds.

Click to drill down on the red
Unicasts threshold, to find
out the root cause.
sFlowTrend-Pro immediately
shows which switches are
violating thresholds and
deviating from the baseline.
Additionally, the full visibility
that sFlow provides allows
sFlowTrend-Pro to analyse
the causes of the threshold
violation.
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The unique root cause analysis
automatically finds the most
significant network traffic
causing the threshold violation,
and identifies the switch
interfaces the traffic is flowing
over. From here, the traffic
carried by a specific switch or
interface can be viewed, to help
determine if the traffic is normal,
or if it is caused by a problem or
network misuse. The traffic
charts allow the history of traffic
on an interface to be viewed (up
to one week is retained by
default), and to quickly
determine if further action is
required.

Analyse threshold |Unicasts - @ Stop updates

Root cause factors of all threshold violations

Drill-down analysis for www.youtube.com (208.65.153.251)

Other
)

UpF53 | )
(domain),

static.covad.

10.1.2.21

TCP:2770
(veranica)

fev.inman.
com

net
IPvas0 |
(ESP)

v
TCP:22 (ssh)

.,

culprit.
inman.cam

100

o0

80

70

&0

50

40

30

% flows containing factor

20

10

1]

)

B

A N "
O A0

]
o
P

D

B
551‘1

Monitaring 2 switches/routers

Updating ___J

COPYRIGHT O 2009 INMON CORP. ALL RIGHTS RESERVED



sFlowTrend-Pro supports iicbiouTrend g i

real-time analysis of e

various aspects of network - =
traffIC, InC|UdIng tOp Dashhoard rlmeﬁaces rcharts [’Wireless r(:in:Ies rThreshnlds [/Repnrts |

SOUFCBS and deStInatIOHS, ? Switch [10.1.4.253 - ’7‘ Interface |23 |V| Chart |Tupsuurce-destinatiun pairs |V‘ Units |Frames.is|7‘
top connections, traffic Time <
flows by VLAN, multicast || rter| | [ox]

and broadcast ﬂOWS, and Fri, 11 Dec 2009 11:25 - Fri, 11 Dec 2008 12:24, Interval = 1 min
visualisation of traffic Source address Destination address
betWee nsu bn ets. Secu I‘Ity Bl www youtube com (208.55 1 5.3 251) culprrl inmon.com (64.151.76.36)

. . . [ h-64-105-170-86 snvacaid static.covad.net (64,105 170.68) culprit.inmon.com (84,151 76.38)
Orlented anaIySIS IS also D culprit.inmon.com (64.151.76.36) www youtube com (208.65.153.251)
av a| I abl e, for exam pl e, I culpritinmon.com (54.151.76.36) h-64-105-170-66.snwacaid static.covad.net (64.105.170.66)
.I:I ndl ng hOStS that are [ nst .servepath.com (216.93.160 .16) culprit.inmon.com (64.151.76.36)

e . Ingress 200

exhibiting scanning and T T i .| 1
identifying targets of denial 100 UL TBL . .'_.

of service attacks.

Framesis 1}

100

200

300

400

500

600

Eagress 700

T T T T T T T T T T T T T T
11:28 11:32 11:36 11:40 11:44 11:48 11:52 11:56 1200 1204 1208 1212 1216 12:20 12:24)

10.1.4.253: listening for CLI configured sFlow on udp port 6343 Updating L}

::;; sFlowTrend-Pro

2 sFlowTrend-Pro also includes a
File Tools Nawvigate Help . .
- reporting package which allows

rDashhnarﬂ rlnterral:es rcharts r\Mreless rcircles rThreshnlds rRepnrts | you to ConStrUCt reports InC|UdIng

i = — = tables and various charts that
I . - B i|[ Basic settings | Advanced settings . . -
EEIEEEE R ) = o | highlight the behaviour and

|| =] i ,,—J @ D [v] Save results
Il ¢ < system reports : =||| performance of the network over
- [ s 4DDOS Select database and view — . !
= T::rlr:':'f;?im 1 petabace tase time. Reports are generated in
= 2"8 | switchview [ A switches Interface view I:D HTML’ PDF’ and Csv formats
i Query 4
¢ [2 Top servers i 10.0.0.247
= Title 10.0.0.248
= Query 10.1.4.253
¢ [2 Top sources
= Title
= Query

Select query fields
Available fields

Select fielfls in this order
agent

Add > iserverAdgress
bytesFromServer resolve(sgrverAddress)

bytesin serverPoit 2
bytasOut resolve(sgrverPort)
bytesToServer rate(framgsTotal)
bytesTotal

| Move up | ‘ Move down |
Top N ‘5. []include all Sort |ratetframes'lntalj
E Time ‘(mstum |v| ] |rn.nuec2un9 |v||:46 ‘v|,|Fn.nDec1uu9 |v|‘44 |v
v | | (o]

Select output format

Tl »

[

~|

Interval

tmin ]

Display resuits in ‘Stacked area chart (trend) "| Series: serverAddress, resolve(derverAddress), serverPort,
resolve(serverPort)
Walues: rate(framesTotal)

[ Tr

.
<11

Maonitoring 3 switchesirouters Updating

COPYRIGHT O 2009 INMON CORP. ALL RIGHTS RESERVED
3



